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August 11,200O 

Manager, Dissemination Branch 
Information Management and Services Division 
Office of Thrift Supervision 
1700 G Street, NW 
Washington, DC 20552 

re: Docket No. 2000-5 1 

This letter is a comment on the proposed “Interagency guidelines ;J i 

establishing standards for safeguarding customer information and resc$@on: 
of year 2000 standards for safety and soundness.” 

Part II - Standards for Safeguarding Customer Information 

B-2 Objectives - Ensure the security and confidentiality of customer 
information 

Comment - The word “ensure” means to guarantee. I don’t think this is an 
appropriate phrase. Banks must continually evaluate risks and place 
appropriate controls in place to mitigate those risks. The level of controls 
necessary to “ensure” confidentiality of customer information would be 
burdensome, especially in the area of computer operations. Even 
government facilities have been breached by hackers. The word “ensure” is 
not a reasonable standard to set. I don’t recall the word “ensure” included 
in any other regulation. The adoption of this phrase would be placing 
higher standards on banks than we have ever had. 

Part III - Development and Implementation of Information 
Security Promam 

A-2-C Board reporting provision 

Comment - I favor setting a specific timeframe for reporting to the board. 
My preference would be for an annual presentation. 



C-l - Written Policies and Procedures (Items a-k) 

Item f - Dual control procedures, segregation of duties, and employee background checks 
for employees with responsibilities for or access to customer information. 

Comment - Traditionally, dual control procedures are instituted when dealing with cash or 
negotiable items. Instituting dual control procedures for just the act of accessing customer 
information would be, at a minimum, burdensome, or at most, impossible. After employee 
screening and proper training we must let individual employees perform their duties. 

I thank you for considering my comments when evaluating these proposed guidelines. 

Sincerely, 

John C. Auman 
Director of Internal Audit/Compliance 
Phone (215) 643-5696 ext. 32 18 
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